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Practice Exam Mindset 
1. First and foremost, have the positive mindset of “what can I learn from this?” 

2. Read question to get “the big picture” or overview of the scenario. 

3. Read question a second time and “make it mine”. Put myself in the scenario, like it’s actually happening to me, a 

real-world business task that I need to complete. 

4. Then before even looking at the multiple-choice options, start to think of “what options I could try to fix or 

complete this task”. 

5. Then look at option A, go through that option as it relates to the scenario, and see if it’s the best solution. 

a. Repeat on all option b, c, d, etc… 

6. Eliminate all the illogical answers. 

7. Then out of the remaining options, choose the one you think is correct. The one that makes more sense. 

8. Check your answer to see if you got it correct. If not, take the time to understand why the correct answer is the 

best option. Make sure you Connect and Associate the correct answer in your mind with this process. 

 

 

 

 

 

 

 

 

 

 



1 Network Fundamentals 
1.1.h PoE 

 

Too much electrical current can damage electrical devices. 

Power policing can be configured to prevent a PD from taking too much power: 

 

 

1. Logging - An error message is logged to the console and the interface 
restarts; the device powers up: 

Switch(config-if)# power inline police action log 

 
2. Errdisable (Default) - In addition to logging an error message to the 

console, the interface is placed in an errdisable state so that the device 

attached to the port does not receive inline-power until you restart the port 
or configure an errdisable autorecovery mechanism: 

 Switch(config-if)# power inline police 

 Switch(config-if)# power inline police action errdisable 
 

 

 

* UPoE and UPoe+ are only ones that use 4 powered wire pairs 

 

Question 

 

 



1.2.a 2,3 tier 

 

1.2.c Spine-leaf (aka Clos architecture) 

 

Cisco ACI architecture uses the 
Spine-leaf architecture. 

 



1.2.d WAN 

 

 

 

 



 

 

 

 

 

Redundant Internet Connections 

 

 

 

 



Copper UTP Ethernet Standards 

SPEED COMMON NAME CAT IEEE INFORMAL NAME MAX LENGTH COPPER PAIRS 

10 Mbps Ethernet 3 802.3 10BASE-T 100 m 2 

100 Mbps Fast Ethernet 5 802.3u 100BASE-T 100 m 2 

1 Gbps Gigabit Ethernet 5e 802.3ab 1000BASE-T 100 m 4 

10 Gbps 10 Gig Ethernet 6 802.3an 10GBASE-T 100 m 4 

 

   For 10BASE-T and 100BASE-T cables: 

 

 

 

Fiber Ethernet Standards 

 

 

 

 



 

 

 

 

 

1.4 Identify Interface/Cable issues 
 

The show interfaces status and show interfaces commands list both the speed and duplex settings on an interface: 

 

 

 

 



 

 

 

baby giants do not indicate a duplex mismatch on an Ethernet local area network (LAN). A baby giant is an Ethernet 

frame that is up to 1,600 bytes in length. The default maximum transmission unit (MT U) size for Ethernet frames is 1,500 

bytes, not including the Ethernet header and the cyclic redundancy check (CRC) trailer, which add 18 bytes to the frame. 

Baby giant frames are slightly larger than an Ethernet frame.  

 

 

 



 

1.5 Compare TCP to UDP 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TCP UDP 

FTP data 20  DHCP server 67  

FTP control 21  DHCP client 68  

SSH 22  TFTP 69 Dirty mind 

Telnet 23  SNMP agent 161 The 1’s are 
watching the 6 

SMTP 25 25 cents to mail SNMP manager 162  

HTTP 80 HTTP sounds 
like 80 Syslog 514  

POP3 110 GrandPOP is 
110 years old 

   

HTTPS 443     

DNS 53 Lose your 
memory at 53 DNS 53 Lose your 

memory at 53 



 

 

 

 

 

 

 

 



1.7 Describe the need for private IPv4 addressing 

 

 

 

RFC 1918 Private IPv4 Addresses 

All of 10.x.x.x 

Between 172.16.x.x – 172.31.x.x 

All of 192.168.x.x 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

1.8 Configure and verify IPv6 addressing and prefix 

Enable IPv6 routing: (config)#ipv6 unicast-routing 

Setting up IPv6 address on interface: (config-if)#ipv6 address [IPv6]/[prefix length] 

 

 

 

 

 

For IPv6 addressing the only loopback address that exists is ::1 

 

 

 

 

 

 

 

 

 

 

 

 



1.9 Describe IPv6 address types 
 

1.9a   Unicast (global, unique local and link local) 
 

First understand that:  Global = Public, Local = Private 

• Global Unicast = prefix 2000:: Public address, routable over internet. 

- “In the year 2000, unicorns cast global spells” 

 

• Link Local = prefix fe80:: auto-generated, not routable. 

- "For excellent time, call 1-800-800-8000" 

 

• Unique Local = prefix fd00:: private IP address, not routable 
 

1.9.c   Multicast (Fast Fast multicast) 

Multicast addresses = prefix ff00::/8 one-to-many, one source to multiple destinations.  
It uses the address range of ff00::/8 (FF00:: to FFFF:FFFF:...).  

There are multiple multicast scopes, which determine how far the package should be forwarded: 

• Interface-local (FF01): The packet does not leave local device. 

• Link-local (FF02): The packet does not leave local subnet. 

• Site-local (FF05): The packet does not leave the physical location (not forwarded over WAN). 

• Organization-local (FF08): The packet does not leave WAN. 

• Global (FF0E): No boundary, could be routed over the internet. 

For link-local addresses (FF02::/16), there are multiple conventions: 
 

Purpose IPv6 IPv4 

All nodes/hosts (broadcast) FF02::1 224.0.0.1 

All routers FF02::2 224.0.0.2 

All OSPF routers FF02::5 224.0.0.5 

All OSPF DRs/BDRs FF02::6 224.0.0.6 

All RIP routers FF02::9 224.0.0.9 

All EIGRP routers FF02::A 224.0.0.10 
 

 

 

 



1.9.d Modified EUI-64 

 

 

 



 

 



MAC Address 

 

 

 

 

 

 

 

 

 

 



1.11 Describe wireless principles 

  
 

 

BSS (Basic Service Set) is a kind of Infrastructure Service Set in which clients 
connect to each other via an AP, but not directly to each other. 

 

ESS (Extended Service Set) 

 

MBSS (Mesh Basic Service Set) 

 

Workgroup bridge (WGB) 

 

An AP in repeater mode can be used to extend the range of a BSS. 

The repeater will simply retransmit any signal it receives from the AP 

• Single radio repeater must operate on same channel as the AP, but can 
drastically reduce the overall throughput on the Ch by 50%.  

• Two radio repeater can receive on one channel, and then retransmit on 
another channel. 

 

 

 

(HT) 

(VHT) 



Standard Frequency Data Rate Mnemonic WiFi Mnemonic Key 

802.11 2.4 ghz 2 mbps   

 

b A g nN 
lowercase = 2.4 ghz 
UPPERCASE = 5 ghz 

11 54 600 mbps 

802.11b 2.4 ghz 11 mbps b  

802.11a 5 ghz 54 mbps A  

802.11g 2.4 ghz 54 mbps g  

802.11n 2.4/5 ghz 600 mbps nN 4 So just remember Bilbo Baggin’s 
address: 
 
Bilbo bAgnN 
1154 600th st 

802.11ac 5 ghz 6.93 gbps  5 

802.11ax 2.4/5/6 ghz 
4 x 

802.11ac 
 6 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

1.12 Explain virtualization fundamentals (server virtualization, containers, and VRFs) 

 

A virtual machine monitor (VMM) is another name for a hypervisor 

 

VRFs 
 

VRFs create multiple virtual routers inside a single router or Layer 3 switch. The router configuration associates 

interfaces and routing protocol neighbors to VRFs, with a separate routing table per VRF. 

Overlapping subnets causes problems for a router (or Layer 3 switch) when using traditional conventions. VRFs solve this 

problem 

VRF Summary of Critical Points: 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



1.13 Describe switching concepts 

1.13.b Frame switching 
Frame switching is the activity of a switch to read the Frame header and send the frame to appropriate ports based on its 

destination. 

 

 

 

 

 

 

 

 



• Preamble field of an Ethernet frame provides receiver clock synchronization. 

• SFD field marks the end of the preamble, and the beginning of the rest of the frame 

• FCS field detects corrupted data by running a ‘CRC’ algorithm over the received data 

• MAC address is 48 bits (first 24bits is OUI) 

A switch uses the Source MAC Address field to populate its MAC address table. It associates the source MAC address with the 

interface on which the frame was received. This allows the switch to learn how to reach other devices on the network. 

If a switch doesn’t know how to reach a destination, it uses an Unknown Unicast frame which is flooded out all interfaces except the 

one it was received on. 

 

1.13.a MAC learning and aging 
ARP (Address Resolution Protocol) is used to discover the MAC address (L2 address) of a known IP address (L3 address). ARP consists 

of two messages: 

• ARP Request: broadcast to the network (to the address FFFF.FFFF.FFFF). 

• ARP Reply: unicast to the requested host. 

By default, learned MAC will age to conserve memory. The default value is 300 seconds (5 minutes), value of 0 disables aging 

1.13.d MAC address table 

 

 

MAC addr = IP multicast 

The Media Access Control (MAC) address 01-00-5E-0F-0F-0F represents an Internet Protocol (IP) multicast address. The 

Ethernet multicast range of 01-00-5E-00-00-00 through 01-00-5E-7F-FF-FF has been allocated for IP multicast use. 



2 Network Access 
 

2.1.a Access ports (data and voice) 

 

A voice port is considered an access port. 

A voice port needs to be in a separate vlan. 

 

 

2.2.a Trunk ports 

 



2.2.b 802.1Q 

 

 

 

 

 

 

 

 

 



VTP 
 

Server Client Transparent 

creates/modifies/deletes VLANs synchronizes VTP information creates/modifies/deletes VLANs 

synchronizes VTP information originates VTP advertisements forwards VTP advertisements 

originates VTP advertisements forwards VTP advertisements stores VLAN information in NVRAM 

forwards VTP advertisements   

stores VLAN information in NVRAM   

 

 

 

 

 

 

BOSON LAB – VTP 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.3 Configure and verify Layer 2 discovery protocols (Cisco Discovery Protocol and LLDP) 
 

CDP LLDP 

has a 60-second update frequency has a 30-second update frequency 

has a 180-second hold timer has a 120-second hold timer 

multicast 0100.0CCC.CCCC multicast 0180.C200.000E 

is enabled by default is disabled by default 

is a Layer 2 protocol is a Layer 2 protocol 

is a proprietary protocol is an open-standard protocol 

can convey VTP information  

 

 

– Cisco-proprietary, enabled on Cisco devices by default. 

– CDP messages are periodically sent to multicast MAC address 0100.0CCC.CCCC. 

– By default, CDP messages are sent once every 60 seconds, and the holdtime of CDP neighbor table is 180 seconds. 

– Related commands: 

* Enable/disable CDP globally: (config)#(no) cdp run 

* Enable/disable CDP on an interface: (config-if)#(no) cdp enable 



* Set CDP send timer: (config)#cdp timer [time-in-second] 

* Set CDP hold time: (config)#cdp holdtime [time-in-second] 

* Show cdp configuration (timers, version): #show cdp 

* Show how many CDP messages have been sent/received: #show cdp traffic 

* Display which interfaces CDP is enabled on: #show cdp interface 

* List basic info (without IP addresses) on all neighbors, or neighbors on a given interface: #show cdp 

neighbors ([interface-name]) 

* Show detailed information on all neighbors: show cdp neighbors detail 

* Display info of one specific neighbor: #show cdp entry ([name-of-neighbor]) 

 

CDP can assist in network discovery and troubleshooting. CDP advertises the following helpful information: 

 

 

With IP Phones, CDP messages containing device voice VLAN ID info, is sent from the Switch to the IP Phone. Not the other way 

around. The IP phone doesn’t send the VLAN ID to the switch. 

 

LLDP 

– Industry standard (IEEE 802.1AB). 

– Has same syntax to CDP, but with lldp replacing cdp with some differences: 

* Enable transmission on an interface: (config-if)#lldp transmit 

* Enable receipt on an interface: (config-if)#lldp receive 

* With LLDP, Tx (transmission) /Rx (reception) can be controlled independently on each interface with the cmds above  

lldp [transmit / receive] 

– By default, LLDP timer is 30 seconds and the holdtime is 120 seconds. 

– LLDP messages are sent to MAC address 0180.C200.000E 

Note that when reading LLDP/CDP output, “Local interface” means the interface on the host, while “Port ID” means the 

interface on the neighbor device. 



Use the no lldp run command to disable LLDP globally, just like no cdp run 

To disable lldp or cdp on an interface use no [lldp/cdp] enable 

To restore LLDP hold timer back to default use no lldp holdtime 

LLDP shows the following about neighbors: 

• Management address 

o the IP address used to access the device for management (configuring and  verifying the device) 

• System capabilities 

o different hardware and software specifications of the device, OS 

• System name 

o the host name that was configured on that device 

• LLDP can be used to learn the OS version of a neighboring device. 

 

 

2.4 Configure and verify (Layer 2/Layer 3) EtherChannel (LACP) 

 

 

Question: 

If LAG is enabled on a WLC that contains eight distribution system ports. All eight distribution system ports are connected 

to a single switch that is correctly configured to unconditionally bundle its ports. If seven of the eight links fail, what will 

happen with the traffic? 

 

Answer: 

The WLC will pass all wireless client traffic to the switch. The Cisco wireless LAN controller (WLC) will pass all wireless 

client traffic to the switch, even though seven of the eight links in the link aggregation (LAG) bundle have failed in this 

scenario. LAG enables multiple distribution system ports on a WLC to operate as one logical group when connected to a 

switch. Thus, LAG enables load balancing across links between devices and redundancy. If one link fails, the other links in 

the LAG bundle will continue to function. By default, LAG is enabled on all distribution system ports when it is enabled. 

However, LAG requires only one functional physical port in order to pass wireless client traffic to the switch. 



 

 

 

 



Boson ExSIM PBQ (EtherChannel) 

 

 

 



 

 

 

 

 

 



2.5 (STP) Interpret basic operations of Rapid PVST+ Spanning Tree Protocol 
Spanning Tree Protocol (STP) is standardized in IEEE 802.1D. STP prevents layer 2 loops by placing redundant ports in a 

blocking state. 

Interfaces in the blocking state only send or receive Bridge Protocol Data Units (BPDUs). No frame forwarding. 

STP-enabled switches send/receive Hello BPDUs out of all interfaces every 2 seconds. Switches receiving BPDUs will 

know about the other switch’s existence. 

Comparison of STP 

a. STP (802.1D) is the legacy standard that provides a loop free topology in a network with redundant links. 

b. PVST+ (Cisco Standard) is an enhancement on STP that provides a separate 802.1D spanning tree instance for each VLAN 

configured in the network (enabled by default). 

c. MSTP (802.1s) is an IEEE standard that is inspired by the earlier Cisco Proprietary MISTP implementation. MSTP maps 

multiple VLANS into the same spanning tree instance. 

d. RSTP (802.1w) is an evolution of STP that provides faster convergence of STP. 

e. Rapid PVST+ is an enhancement of RSTP that uses PVST+. Rapid PVST+ provides a separate instance of 802.1w per vlan. 

 

 

We select the protocol in use by: (config)#spanning-tree mode [mst/rapid-pvst/pvst] 

In classic STP, a switch waits for 10 hello interval (20 seconds) to consider a neighbor is lost, but in RSTP, that time is 

reduced to 3 hello intervals (6 seconds). RSTP distinguishes between 3 link types: 

• Edge: A port connected to an end host, moves directly to forwarding without negotiation (similar to Portfast enabled). 

• Point-to-point: Link between two switches. 

• Shared: A connection to a hub, operate in half-duplex mode. 



2.5.a Root port, root bridge (primary/secondary), and other port names 
 

Switches use the Bridge ID field in the BPDU to elect a root bridge for the network.  

Bridge ID consists of: Bridge Priority (16 bits) + MAC Address (48 bits). 

In Per VLAN Spanning Tree (PVST), the Bridge Priority is divided into:  

Bridge Priority (4 bits) + Extended System ID (VLAN ID, 12 bits).  

The default bridge priority is 32769 (215 + 1). 

Only root switches send BPDUs, however every devices will assume it is the root bridge when powering up and only give 

up its position when receive a BPDU with lower bridge ID. 

 

Root Switch selection: 

1. Switch with lowest bridge ID (priority + MAC address) becomes primary root bridge. 

2. Switch with second lowest bridge ID becomes secondary root bridge. 

The default priority is 32,768. The root bridge is the bridge with the lowest BID. Therefore, if the default priority value is 

not changed, the switch with the lowest MAC address becomes the root. 

The root priority could be manually configured by: 

(config)#spanning-tree vlan [vlan-id] priority [priority-number] Note that priority number must be a multiple of 4096. 

or (config)#spanning-tree vlan [vlan-id] root primary 

or (config)#spanning-tree vlan [vlan-id] root secondary 

Each non-root switch will select one of its interfaces to be the root port, other ports are designated ports: 

Root port selection: 

1. Lowest root cost 

2. Lowest neighbor bridge ID 

3. Lowest neighbor port ID 

Root cost is the sum of all port costs on the way from the root bridge to the port in question.  

Port costs are determined by the actual link speed by default: 

 
 

 

Port cost could be manually configured by: 

(config-if)# spanning-tree (vlan [vlan-id]) cost [cost] 

If the vlan id is not given, the config will be applied to all vlan on that port. 



 

 

Each remaining collision domain will select one interface to be the designated port, the other port will be non-

designated (blocking in STP, discarding in RSTP) ports. 

Designated port selection: 

1. Interface on switch with lowest root cost. 

2. Interface with lowest bridge ID. 

3. Lowest neighbor port ID 

In RSTP+, the non-designated ports role is split into two: 

Alternate port: the backup to root port, if the root port fails, the switch immediately move its best Alternate port for 

forwarding. 

Backup port: the backup for a designated port, not found in modern network since hubs are not used anymore. 

 

2.5.b Port states (forwarding/blocking)  
In classic STP, there are 4 port states: 

• Forwarding: Send and receives all traffic, learn MAC address from frames. 

• Blocking: Do not send any traffic, only receive BPDUs, do not learn MAC address. 

• Listening: Send and receive only BPDUs, do not learn MAC address. 

• Listening: Send and receive only BPDUs, learn MAC address. 

In RSTP, the states are simplified: 

• Discarding: The same as blocking in classic STP. Only receive BPDUs. 

• Learning: The same as in classic STP. 

• Forwarding: The same as in classic STP. 

 

2.5.c PortFast and STP Toolkit (features) 
Portfast allows a port to move immediately to the Forwarding state, bypassing Listening and Learning (eliminates a DHCP timeout). 

If used, it must be enabled only on ports connected to end hosts (Edge Ports). If enabled on a port connected to another switch it 

could cause a Layer 2 loop. 

Configure portfast on one port:  

(config-if)#spanning-tree portfast  

Configure portfast on all access ports:  

(config)#spanning-tree portfast default 

Interfaces w/ portfast enabled should be configed w/ BDPU Guard:  

If an interface with BPDU Guard enabled receives a BPDU from another  

switch, the interface will be shut down to prevent a loop from forming.  

It is enabled on all portfast-enabled interfaces by:  

(config)#spanning-tree portfast bpduguard default 

PortFast eliminates a DHCP timeout. 

Root guard is used to prevent newly introduced  

switches from being elected as the new root switch.  

This allows administrators to maintain control over which switch is the root.  



Issue the spanning-tree guard root command on the switch’s switch port  

that you are trying to block from becoming the root switch. 

 

 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



1. ROOT BRIDGE ELECTION (RB): 

a. Root bridge selection criteria: 
i. Lowest bridge ID = aka Lowest Priority (default 32768) 

ii. Lowest MAC Address 

If default priority not changed, switch with the lowest MAC address becomes the 

root. 

 

Port State = Forwarding 
 

Rule #1 - All ports on root bridge are ALWAYS designated ports (DP) (forwarding 

state) 
  

2. ROOT PORT ELECTION (RP): Each remaining switch must select ONE of its interfaces 

to be its root port. 
a. Root port selection criteria: 

i. Lowest root path cost to the root bridge 
ii. Lowest neighbor bridge ID 

iii. Lowest neighbor port ID (uses STP Port ID of Neighbor Port not it's 

local port) 

Port State = Forwarding 

 
Rule #2 - Ports across from the root port are ALWAYS designated ports (DP). 

 
Note: STP Port ID = port priority (default 128) + port number 

  

3. DESIGNATED PORT (DP) and NON-DESIGNATED (ND) PORT DETERMINATION: 

Each remaining collision domain will select ONE interface to be a designated port 

(forwarding). 

The other port in the collision domain will be labeled as non-designated (blocking) 
a. Designated port selection criteria: 

i. Interface on switch with the lowest root path cost to the root bridge 
ii. Interface on switch with lowest bridge ID 

b. Non-Designated port selection: 
i. There isn’t an election process like the previous three, it’s simply 

the other/last remaining port in the collision domain. 

(DP) Port State = Forwarding 
(ND) Port State = Blocking 

  Rule #3 - All connections with PCs are DPs (forwarding) because PCs don't 

participate in spanning tree. 
  

4. NON-DESIGNATED PORT (ND): 

a. The other port in the collision domain will be labeled as non-designated 

(blocking) 
b. There isn’t an election process like the previous three, it’s simply the last 

remaining port. 

Port State = Blocking 
Note:  Every collision domain has a single spanning tree designated port. When we 

use switches, each link isa separate collision domain. 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



2.6 Wireless Architectures and AP modes 

 

Three 802.11 message/frame types: 

1. Management: used to 
manage the BSS. 

2. Control: Used to control 
access to the medium (radio 
frequency). Assists with 
delivery of management and 
data frames. 

3. Data: Used to send actual 
data packets. 

 

Three main wireless AP deployment methods: 1) Autonomous   2) Lightweight   3) Cloud-based 

1) Autonomous: Self-contained systems that do not rely 
on a WLC. Autonomous APs are configured 
individually. This type of AP management can also 
work as Repeater, Outdoor Bridge, and Workgroup 
Bridge. 

 

 

2) Lightweight: In Lightweight APs (LAP), the function of AP is split between the 
AP and the WLC. This is also known as split-MAC architecture. 

AP MAC Functions (real-time) WLC MAC Functions (mgmt) 
 

▪ Beacons and probe responses 
▪ Transmitting/receiving frames 

(packets) over the RF 
▪ Encryption of wireless frames 

 

▪ Authenticating clients 
▪ Managing client associations 
▪ Processing clients that are roaming 
▪ Assigning nonoverlapping channels 
▪ Termination of 802.11 traffic on a wired 

interface 

Traffic from clients flows via the AP through a Control and Provisioning of 
Wireless Access Points (CAPWAP) layer 3 tunnel to the WLC, and then enters the 
rest of the network via the WLC. The WLC do not need to be in the same VLAN as 
the LAPs. 

The CAPWAP tunnel consists of two tunnels: 
– Control tunnel: UDP port 5246, always encrypted. 
– Data tunnel: UDP port 5247, can be encrypted or not. 

The split-MAC architecture has several benefits, such as: Scalability, Dynamic channel 
assignment, transmit pore optimization, self-healing wireless coverage, seamless roaming, 
client load balancing, security/QoS management, etc. 

 
LAPS CAN OPERATE IN SEVERAL MODES: 

– Local: default, offers BSSs to wireless clients. 
– FlexConnect: allows LAP to transform between split-MAC to autonomous modes 

depends on the status of the connection to WLC (if WLC goes down, it switches to 
autonomous mode). Also offers BSSs to wireless clients. 

– Monitor: does not transmit, act as a sensor. 
– Sniffer: sniff the traffic and send to an analyzer. 
– Rogue Detector: detect rogue devices. 

– Bridge/Mesh: form a dedicated bridge/mesh between sites even at long distance. 
– Flex plus Bridge: adds FlexConnect to Bridge/Mesh. 

3) Cloud-based: in-between autonomous AP and split-MAC 
architecture. Here, APs are autonomous but centrally 
managed in the cloud, such as Cisco Meraki. 

 



802.11 Frame Format 

 

 

 

 

For Drivers AAA Supplies Awesome Discounts Fast  



 

IEEE standard Description 

802.11k provides assisted roaming in a wireless network 

802.11r provides support for fast transition (F T) roaming 

802.11w provides management frame protection (MFP) 

802.11v provides network-assisted power savings 

 

 

 



2.7 Describe physical infrastructure connections of WLAN components (AP, WLC, access/trunk ports, and LAG) 

WLC Deployments 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. Embedded WLC 

 

2. Cloud-based WLC 

 

1. Unified WLC 

 

4. Cisco Mobility Express WLC 

 

In a split-MAC architecture, there are four main 
WLC deployment models: 

1. UNIFIED: The WLC is a hardware appliance 
in a central location of the network 
(supports about 6000 Aps) 

2. CLOUD-BASED: The WLC is a VM running on 
a server, usually in a private cloud in a data 
center (supports about 3000 Aps)  

a. This is not the same as the cloud-based 
AP architecture discussed previously. 

3. EMBEDDED: The WLC is integrated within a 
switch (supports about 200 Aps) 

4. MOBILITY EXPRESS: The WLC is integrated 
within an AP (supports about 100 Aps) 



In this Split-MAC deployment, WLC 
connects to SW1 via LAG (Link 
Aggregation Group) aka 
EtherChannel mode on and is Trunk 
(WLCs do not support PAgP/LACP. 
 
If PC on left (VLAN100) wants to msg 
PC2 (VLAN200): 

1. PC1 sends traffic to DGtwy 
(SW1). 

2. SW1 routes msg to VLAN200 
and sends to WLC. 

3. WLC sends msg to PC2 via 
CAPWAP tunnel and AP. 

 
 

WLC PORTS: PHYSICAL PORTS THAT CABLES CONNECT TO WLC INTERFACES: LOGICAL INTERFACES W/ IN WLC (SVIS) 
– Service ports: a dedicated management port used for 

out-of-band management. Must connect to an access 
port.  

– Distribution system port: Standard network ports that 
connect to the “distribution system” (the wired 
network) and used for data traffic. They usually 
connect to trunk ports and can form Link Aggregation 
Group (LAG), which operates as an EtherChannel 
without autogegotiation.  

– Console port: Standard console port.  

– Redundancy port: Used to connect to another WLC to 
form a High Availability (HA) pair 

– Management interface: Used for management traffic such as 
Telnet, SSH, HTTP, HTTPS, RADIUS authentication, NTP, Syslog, 
etc. CAPWAP tunnels are also formed to/from the management 
interface.  

– Redundancy management interface: When two WLCs are 
connected by their redundancy ports, one will be active and the 
other will be ‘stand by’. This interface is used to access the 
‘stand by’ WLC.  

– Virtual interface: Used when communicating with wireless 
clients to relay DHCP requests, perform client web 
authentication, etc.  

– Service port interface: Used to connect to the service port. 

– Dynamic interface: Interfaces used to map WLAN to VLAN. 
 

WLC Config 

TASK WLC STEPS 

Create New Dynamic Interface: 
(a new Dynamic Interface should be created every 
VLAN connected to your WLC Split-Mac 
deployment) 

CONTROLLER tab > New > setup Port num, Name of int, VLAN ID, IP Address, 
Mask, Gateway, DHCP Server > Apply (screen won’t change) > Back 
 
Repeat if more interfaces required 

Create new WLAN: 
(a new WLAN should be created for every VLAN on 
the network) 

WLANs tab > Create New (dropdown) > Go (button) > Type: WLAN, Profile Name: 
[just a name used to id WLAN within WLC] > SSID: [same as profile name] > ID: 
[needs to be unique to id WLAN within WLC] > Apply (screen won’t change) > 
Back 
 
move to Security tab > Layer 2 > [WPA+WPA2] > WPA2 Policy [enable via check 
box] > WPA2 Encryption [AES] > PSK [enable via check box] > Config password in 
blank text field [Cisco123} > Apply (screen won’t change) > Back 
 
Repeat if more WLANs required 

Associate Wireless Clients Config > Wireless > SSID [Internal] > Authentication > WPA2-PSK [Cisco123] 
 

LAYER 3 SECURITY (ADDITIONAL OPTIONS): 

Web Authentication: After the wireless clients gets an IP address and tries to access a web page, they will have to enter a username 

and password to authenticate. 

Web Passthrough: Similar to the above, but no username or password are required. A warning or statement is displayed, and the 

client simply has to agree to gain access to the Internet. 

The Conditional and Splash Page web redirect options are similar, but additionally require 802.1X layer 2 authentication 



WLC Miscellaneous 

FlexConnect 

 

 

FlexConnect access control lists (ACLs) are supported on the native virtual local area network (VLAN).  

 

 



 

 

 

3. IP Connectivity 
• A connected route is a route to the network an interface is connected to. Connected routes are indicated by code C in the 

routing table. If a router receives a packet destined for a host in a directly-connected network, it will forward the packet 

directly to the destination host (in a frame addressed to the host’s MAC address). 

• A local route is a route to the exact IP address configured on the interface. Local routes use a /32 prefix length to specify a 

single IP address. If a router receives a packet destined for the IP address of a local route, it means the packet is destined for 

the router itself; the router will receive the packet for itself, it will not forward it. 

• A route to more than one destination IP address (any route with a prefix length shorter than /32) is called a network route. A 

connected route is an example of a network route. 

• A route to a single destination IP address (a route with a /32 prefix length) is called a host route. A local route is an example 

of a host route. 

 

3.1 Interpret the components of routing table 

3.1.a Routing protocol code 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

EIGRP: 

 

 



 

 

 



 

 

3.1.e Administrative distance 

 



Memory Table 

3.2 Determine how a router makes a forwarding decision by default  
 

3.2.a Longest prefix match 

 

 

Router Forwarding Decision Logic (Summary): 

- Lowest AD (different routing protocol): when multiple routes to the EXACT same 
network exist (ie. all entries say 192.168.1.0/26) and each uses a different 
routing protocol, a router prefers the routing protocol with the lowest AD. 

- Lowest metric (same routing protocol): when multiple routes to the EXACT 
same network exist (ie. all entries say 192.168.1.0/26) and each uses the same 
routing protocol, a router prefers the route with the lowest metric. 

- Longest Prefix Match: when multiple routes to overlapping networks exist (ie. 
192.168.1.0/26, 192.168.1.0/24, 192.168.1.0/19), a router will prefer the most 
specific route, which is the route with the longest prefix match. 

https://ptgmedia.pearsoncmg.com/imprint_downloads/cisco/bookreg/9780135792735/memtables/9780135792735_MT_19-4/index.html


3.3 Config/Verify IPv4/IPv6 static routing 
 

Recursive Static Routes 

In a recursive static route, only the next hop is specified. The output interface is derived from the next 

hop. This example shows such a definition: 

ipv6 route 2001:DB8::/32 2001:DB8:3000:1 

This example specifies that all destinations with address prefix 2001:DB8::/32 are reachable via the host 

with address 2001:DB8:3000:1. 

 

Fully Specified Static Routes 

In a fully specified static route, both the output interface and the next hop are specified. This form of 

static route is used when the output interface is a multi-access one and it is necessary to explicitly 

identify the next hop. The next hop must be directly attached to the specified output interface. The 

following example shows a definition of a fully specified static route: 

ipv6 route 2001:DB8:/32 gigabitethernet1/0/0 2001:DB8:3000:1 

 

3.3.d Floating static 
A floating static route is used to provide link redundancy. 

 

 

 



3.4 Configure and verify single area OSPFv2 

3.4.a Neighbor adjacencies 

 

Once routers become neighbors, they automatically do the work of sharing network information, calculating routes, etc. 
 

When OSPF is activated on an interface, the router starts sending OSPF hello messages out of the interface at regular intervals 
(determined by the hello timer, which is 10 seconds by default). These are used to introduce the router to potential OSPF 

neighbors. 
 

All OSPF messages are encapsulated in an IP header with the value of 89 in the Protocol Field. 

 

7-Part Process of forming a neighbor: 

Down: Initial state. 

Init: Hello packet received, but own router ID is not in the hello packet. 

2-way: 2 hello packets with both routers ID are transferred between 2 routers. 

Now, the routers are OSPF neighbors, ready to share LSAs. However, for the Broadcast 

network type, more steps are needed: 

Exstart: The router with higher Router ID become the master and start the exchange by sending 
DBD (Database Description) packets. 

Exchange: The basic information using DBDs happen here. 

Loading: Routers send Link State Request (LSR) messages to request their neighbors any LSAs they 
do not have. Other routers will send LSU (Link State Uupdate) and then LSAck is sent to 

acknowledge the LSU. 

Full: The routers have full OSPF adjacency and identical LSDBs. They continue to send and listen 

for Hello packets (every 10 seconds) by default) to maintain the adjacency. If no Hello 

packet is received after a Dead timer (40 seconds by default), the neighbor is removed. 

MNUEMONIC 
Davis Island 2 Extra Easy Lazy Fugs 



Configuring OSPF 

 

Loopback Interfaces 

 



Router ID 

 

 



DR/BDR Elections 

 

 

Modifying Cost Metrics 

 



OSPF auto-cost reference-bandwidth 

 

Timers 

 



Propagating a Default Route 

 

Verifying OSPF Configuration 

 



 

 

 

 

 

BROADCAST POINT-TO-POINT 

Default on Ethernet, FDDI interfaces Default on HDLC, PPP (serial) interfaces 

DR/DBR elected No DR/BDR 

Neighbors dynamically discovered Neighbors dynamically discovered 

Default timers: Hello 10. Dead 40 Default timers: Hello 10. Dead 40 

Multicast address 224.0.0.5 Multicast address 224.0.0.5 

 

 

 

 

 

 

 

 

 



3.4c Broadcast (DR/BDR selection) 
The priority of selecting DR/DBR, where the highest will become the DR, the second highest will become the BDR: 

1. OSPF interface priority (default is 1 on all interfaces). 

2. Highest OSPF Router ID. 

3.4.d Router ID 
Each router is assigned a Router ID, in order of: 

1. Manual configuration by (config-router)#router-id [router-id] 

2. Highest IP address on a loopback interface. 

3. Highest IP address on a physical interface. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



  

 

  



 

 

 

 

 

 

 

3.5 FHRP: Describe the purpose, function, and concepts of first hop redundancy protocols 

 

 

FHRP TERMINOLOGY MULTICAST IP VIRTUAL MAC CISCO PROPRIETARY 
ACTIVE/ACTIVE  

LOAD BALANCING 

HSRPv1 Active/Standby 224.0.0.2 0000.0c07.acXX Yes No 



HSRPv2 Active/Standby 224.0.0.102 0000.0c9f.fXXX Yes No 

VRRP Master/Backup 224.0.0.18 0000.5e00.01XX No No 

GLBP AVG/AVF 224.0.0.102 0007.b400.XXYY Yes Yes 

 

 

 

 



 

Hot Standby Routing Protocol (HSRP) does not do load balancing.  

Therefore, only one router is forwarding per VLAN per group in HSRP. You must implement the above. 

 

 

 

4 IP Services 
 



Static NAT 
 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

NAT Overload (PAT) configuration: 

Same as dynamic NAT, but adding overload to the mapping command:  

(config)#ip nat inside source list [ACL-id] pool [pool-name] overload 

 

 

 

 

 

1) Specify the inside interface: 

 
 

2) Specify the outside interface: 

 
 

3) Define a standard access list permitting addresses that are to be translated: 

 
 



4) Define a pool of global addresses to be allocated: 

 
 

5) Bind the pool of addresses to the access list: 

 

 

4.2 NTP 
 

NTP static client mode is enabled on a Cisco router when you issue the ntp server command from global configuration 

mode.  

 

 

 

 

 

 

 

 

 

 

 

4.4 Explain the function of SNMP in network operations 

 



 

 

 

 

 

 

 

4.5 Syslog 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



4.6 Configure and verify DHCP client and relay 

 

 

 

 

Config Router2 to be a DHCP Server and Router1 to act as a DHCP Relay Agent  

 

 

 

 



 

  

 

- Create a DHCP Pool named POOL1 
- Specifies the subnet and mask of the DHCP address pool  
- Configure a Domain Name Server (DNS) 
- Configure a domain-name 
- Set the default gateway of the DHCP Clients 

 

- Create a DHCP Pool named POOL2 
- Specifies the subnet and mask of the DHCP address pool  
- Configure a Domain Name Server (DNS) 

- Configure a domain-name 
- Set the default gateway of the DHCP Clients 

 
- Create a DHCP Pool named POOL3 
- Specifies the subnet and mask of the DHCP address pool 

 

 
     Verify 

 

 
Configure R1's G0/0 interface as a DHCP client. 
 
What IP address did it configure? 
 
203.0.113.2 

 
Configure R1 as a DHCP relay agent for the 
192.168.1.0/24 subnet. 

 

 
Use the CLI of PC1 and PC2 to make them request an IP 
address from their DHCP server. 
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4.7 QoS - Explain the forwarding per-hop behavior (PHB) for QoS, such as classification, marking, 

queuing, congestion, policing, and shaping 

 

• Traffic msgs are placed in a Que if receiving device is busy processing/forwarding other msgs. 

• By default, msgs are processed in a FIFO (First In First Out) manner. 

o So msgs will be sent in the order they’re received. 

• If the Que is full, new packets will be dropped (this is called Tail Drop) 

 

• Tail Drop is harmful because can lead to TCP global synchronization. 

 

• Review of the TCP sliding window: 

o Hosts using TCP use the ‘sliding window’ increase/decrease the rate at which they send traffic as needed. 

o When a packet is dropped it will be re-transmitted. 

o When a drop occurs, the sender will reduce the rate it sends traffic. 

o It will then gradually increase the rate again. 

 

• When the queue fills up and tail drop occurs, all TCP hosts sending traffic will slow down the rate at which they send traffic. 

• They will all then increase the rate at which they send traffic, which rapidly leads to more congestion, dropped packets, and 

the process repeats again. 

 

https://1drv.ms/u/s!AgcNOlrpw6UkhOYXoqJhIqr5oibQlw?e=guWH6c


 

Weighted Random Early Detection (WRED) 

 

WRED is a congestion avoidance that drops lower-priority packets if network congestion is detected. 

 

 

 



 

 

 

4.8/5.3 SSH - Config SSH / Device Hardening 

There are four main steps required to enable SSH support on a Cisco IOS router/switch: 

When configuring SSH you have to set hostname, username/pw, ip domain-name, crypto key and transport input ssh. 



 

SSH also requires a Username/PW on the VTY lines. 

 

If you config SSH out of sequence of these 4 steps, you’ll get an error message stating “you need to do previous step”. 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

Device Hardening Config 1 
 

In this lab, you’ll learn how to harden the 

routers on your network using a number of 

different features including proper secured 

passwords, limited SSH access (Management 

server 192.168.1.100), banners, and disabling 

CDP. This begins with all devices already 

configured with IP addresses and routing. 

 

 

 

R2#conf t 
Move into global configuration mode on the router you 

want to harden (R2 in this example, but you should do all 

routers) 

R2(config)#enable secret cs 
Configure an enable password in the most secure method 

supported with a password of cs 

R2(config)#username cisco secret cs 
Configure a user named cisco with a secret password 

of cs 

R2(config)#ip domain-name testing.com Configure a domain-name of testing.com 

R2(config)#crypto key generate rsa  Generate an RSA key pair using a 2048 bit key. 

R2(config)#ip ssh version 2 Enable SSH version 2 

R2(config)#access-list 1 permit 192.168.1.100 
Configure a standard ACL 1 permitting the management 

server IP address 192.168.1.100 

R2(config)#line console 0 

R2(config-line)#login local 
Move into console line configuration mode and configure 

it to require login using the local user database. 

R2(config-line)#line vty 0 4 

R2(config-line)#login local  

Move into terminal line configuration mode and also 

configure it to require a login using the local user 

database 

R2(config-line)#transport input ssh Configure the lines to only support SSH logins 

R2(config-line)#access-class 1 in 
Configure the lines to only allow access from the address 

specified in ACL 1. 

R2(config)#banner motd # 

Enter TEXT message. End with the character 

'#'. 

 

UNAUTHORIZED ACCESS TO THIS DEVICE IS 

PROHIBITED 

 

All activities performed on this device are 

logged and monitored# 

Exit into global configuration mode and configure the 

following Message of the Day (MOTD) banner: 

 

UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED 

 

All activities performed on this device are logged and 

monitored. 

R2(config)#banner login # 
Configure the following login banner 

 



Enter TEXT message.  End with the character 

'#'. 

 

LOGIN IS REQUIRED - UNAUTHORIZED ATTEMPTS TO 

ACCESS THIS DEVICE WILL BE LOGGED AND 

REPORTED# 

LOGIN IS REQUIRED - UNAUTHORIZED ATTEMPTS TO 

ACCESS THIS DEVICE WILL BE LOGGED AND REPORTED 

R2(config)#banner exec # 

Enter TEXT message.  End with the character 

'#'. 

 

BY LOGGING INTO THIS SYSTEM, YOU ACKNOWLEDGE 

THAT YOU ARE AUTHORIZED 

 

If any changes are made to the configuration, 

ensure documentation has been provided on 

appropriate systems# 

Configure the following EXEC banner 

 

BY LOGGING INTO THIS SYSTEM, YOU ACKNOWLEDGE 

THAT YOU ARE AUTHORIZED 

 

If any changes are made to the configuration, ensure 

documentation has been provided on appropriate 

systems 

R2(config)#no cdp run Disable CDP globally. 

 

4.9 Compare TFTP/FTP 
 

FTP TFTP 

TCP port 20 for Data, TCP port 21 for Control UDP port 69 

Connection-oriented Connectionless but is embedded w/ a basic form of ‘connection’ 

Clients can perform various actions (like a file directory) Can only copy files to or from the server 

Username / Password authentication No authentication 

More complex Simpler 

The FTP Data connection (port 20) has two modes: 
Active mode, the server initiates the data connection. 
Passive mode, the client initiates the data connection.  
This is often necessary when the client is behind a firewall. 

TFTP uses ‘lock-step’ communication. The client and server 
alternately send a message and then wait for a reply. 

(+retransmissions are sent as needed) 

Where ‘connection’ means that both party’s have initiated some kind of TCP handshake before file transfer begins. 

Quiz 
• Use the copy tftp: flash: cmd to transfer a file from an external TFTP server to the local device’s flash storage. 

• If a device is behind a firewall and wants to connect to an external FTP server, the device should use FTP passive mode. 

• NVRAM store the startup-config of a device running Cisco IOS. 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. Security Fundamentals 
 

Common Attacks 

 

Spoofing attacks 

 

ARP Poisoning/Spoofing 

 



Reflection/Amplification attacks 

 

 

 

 

 

Malware 



 

VLAN Hopping 

 

 

 

 



 

5.1 Define key security concepts (threats, vulnerabilities, exploits, and mitigation techniques) 

 

 

5.2 Describe security program elements (user awareness, training, and physical access control) 

 

 

 



5.5 Describe IPsec remote access and site-to-site VPNs  

 

 

 

 

 



 

 

 

Basic IPsec Encryption Process 

1. The sending device encrypts the original packet and the session key. 

2. The sending device encapsulates the encrypted data with new headers. 

3. The sending device sends the encrypted packet to the destination device. 

4. The destination device decrypts the data and the session key. 



 

 

 

 

 

 



 

5.6 Configure and verify access control lists 

 

 



5.8 Compare authentication, authorization, and accounting concepts 

 

 

 



5.7 L2 Security (Port Security, DHCP Snooping, DAI) 
By Default, only ONE MAC addresses is allowed to connect to a port with Port Security enabled  

 

 

 



Port Security 

 

 

 

Switch(config)#int f0/1 

Switch(config-if)#switchport mode access 

Switch(config-if)#switchport port-security 

Switch(config-if)#switchport port-security mac-address 0200.1111.1111 

 

Switch(config-if)#int f0/2 

Switch(config-if)#switchport mode access 

Switch(config-if)#switchport port-security 

Switch(config-if)#switchport port-security mac-address sticky 

 

Switch(config-if)#int f0/3 

Switch(config-if)#switchport mode access 

Switch(config-if)#switchport port-security 

 

Switch(config-if)#int f0/4 

Switch(config-if)#switchport mode trunk 

Switch(config-if)#switchport port-security 

Switch(config-if)#switchport port-security maximum 8 

Switch(config-if)#switchport port-security violation restrict 

 



DHCP Snooping / DAI Config 

Sequence and Description Command 

Configure global DHCP snooping Switch(config)# ip dhcp snooping 

Enable DHCP snooping for the 
selected VLANs 
 

Switch(config)# ip dhcp snooping vlan {VLAN-ID | VLAN range} 

Enable Dynamic ARP Inspection 
(DAI) for the selected VLANs 

Switch(config)# ip arp inspection vlan {VLAN-ID | VLAN range} 

Configure trusted ports for DHCP 
Snooping and DAI. 

(at least on 1 port). By default, all ports 
are untrusted. 

Switch(config-if)# ip dhcp snooping trust 

Switch(config-if)# ip arp inspection trust 

 

 

 

 

 

SW1#show ip dhcp snooping 

SW1#show ip dhcp snooping binding  

SW1#show ip arp inspection interfaces  

SW1#show ip arp inspection vlan 1 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5.9 Wireless Security 

The IEEE 802.1x standard defines a client-
server-based access control and authentication 
protocol that prevents unauthorized clients from 
connecting to a LAN through publicly accessible 
ports unless they are properly authenticated. 
The authentication server authenticates each 
client connected to a switch port before making 
available any services offered by the switch or 
the LAN. Until the client is authenticated, 802.1x 
access control allows only Extensible 
Authentication Protocol over LAN (EAPOL), 
Cisco Discovery Protocol (CDP), and Spanning 
Tree Protocol (STP) traffic through the port to 
which the client is connected. After 
authentication is successful, normal traffic can 
pass through the port. 

 
 WEP WPA-Personal WPA-Enterprise WPA2-Personal WPA2-Enterprise WPA3-Pers/Ent 

Encryption 

uses RC4 w/ WEP 
24-bit IV 
40-bit key / 128-bit key 

w/ TKIP 

uses RC4 w/ TKIP 
48-bit IV 
128-bit key 

uses RC4 w/ TKIP 
48-bit IV 
128-bit key 

AES-CCMP 
48-bit IV 
128-bit key 

AES-CCMP 
48-bit IV 
128-bit key 

AES-GCMP 
 

Authentication 
Optional Shared Key 
OAS, SKA 

PSK (Pre-Shared Key) 
802.1x, EAP (RADIUS) 

802.1x 
Various EAP-Types 

PSK (Pre-Shared Key) 
802.1x, EAP, RSNA 

802.1x 
Various EAP-Types 

PSK (Personal) 
802.1x, EAP 
(Enterprise) 

Integrity Checksum / CRC MIC (64-bit) MIC (64-bit) 
CBC-MAC 
128-bit key 

CBC-MAC 
128-bit key 

GMAC 
(Galois Msg Auth 
Code) 

 



 

L2 Security dropdown (WLC) 

 

L3 Security dropdown (WLC) 

 

There are two types of WLANs that you can configure by using the WLC GIJI: a WLAN and a Guest LAN. The VPN Pass-

Through setting is only available when you are configuring a WLAN. So, when you are configuring a new wireless local 

area network (WLAN), you are most likely to configure the VPN Pass-Through setting by using the Layer 3 Security drop-

down list box on the Layer 3 tab of the Cisco wireless LAN controller (WLC) graphical user interface (GIJI).  

 



AAA Override feature on a Cisco wireless LAN controller (WLC) 

 

5.10 Configure and verify WLAN within the GUI using WPA2 PSK 
 

6. Automation and Programmability 
 

6.3 SDN - Describe controller-based, software defined architecture (overlay, underlay, and fabric) 
 

 



 

 



Northbound/Southbound APIs 

 

 



 

 



 

 

 

 



 

 

 

 

 

SDA Miscellaneous 
Cisco Network Assistant is a Cisco management solution that is typically installed on an administrator's desktop 

workstation. Cisco Network Assistant is a free Java-based desktop application that enables a local area network (LAN) 

administrator to perform network operations, diagnose problems, and interact with network devices by using a graphical 

user interface (GUI). A typical Cisco Network Assistant installation supports the management of up to 80 devices. Cisco 

Network Assistant predates Cisco Software-Defined Access (SDA) and does not support Cisco SDA. 

 

 



SBIs 

 

 

 

 

 

 



ACI Physical Design: Spine and Leaf 

 

 

 

 

 



6.7 JSON, XML, & YAML 
 

XML and JSON enable easier integration and data sharing between web-based applications and lower bandwidth usage. 

JSON and XML are open standard file formats that are platform independent. JSON is easier to read format that is faster 

and requires less bandwidth than XML. JSON is less secure than XML and only supports UTF-8 character set. 

 

Acronym Name Origin/Definition Central Purpose Common Use Whitespace Misc 

JSON 

JavaScript 

Object 

Notation 

JavaScript (JS) 

language; RFC 

8259 

General data 

modeling and 

serialization 

REST APIs 

Insignificant Uses human-

readable text to 

store/transmit 

data objects, 

derived from 

JavaScript 

XML 

eXtensible 

Markup 

Language 

World Wide Web 

Consortium 

(W3C.org) 

Data-focused text 

markup that allows 

data modeling 

REST APIs, Web 

pages 

Insignificant Less human-

readable than 

JSON, similar to 

html 

YAML 

YAML Ain't 

Markup 

Language 

YAML.org 
General data 

modeling 
Ansible 

Significant 

Indention is 

important. 

Very human-

readable 

 

 

 

 

 



 

 

 

NOTE Python, the most common language to use for network automation, converts JSON objects to Python dictionaries, 

and JSON arrays to Python lists. For general conversation, many people refer to the JSON structures as dictionaries and 

lists rather than as objects and arrays 

 

 

 

 



 

 

 

 

 

 

JSON stored in a file or sent over the network looks like this: 

 

 

 

 

 

 

 



6.5 REST APIs (CRUD, HTTP verbs, and data encoding) 

Representational State Transfer (REST) Application Programming Interfaces (APIs) encode data in either Extensible 

markup Language (XML) format or in JavaScript Object Notation (JSON) format. In addition, REST APIs are typically 

used to communicate with a Software-Defined Networking (SDN) application plane. 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6.6 Ansible, Puppet and Chef 
 



 

 


