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Configure and Manage
CISCO Switch / Router /Firewall with CLI 
This course book will take you from A to Z to prepare configuration for
CISCO (IOS) devices.

INTRODUCTION

• Learn to Configure basic
connectivity
• Commands on a switch / router
• Set a Static Route and Ip Address

• Perform basic (startup)
configuration tasks on a switch / router

• CISCO Configure Command Line
• and Much More! 
This will help you how configure your juniper devices % 100
********************************

The IOS command-line interface (CLI) is a CISCO specific command shell
that runs on top of a UNIX-based operating system kernel. By leveraging
industry-standard tools and utilities, the CLI provides a powerful set of
commands that you can use to monitor and configure devices running IOS.

This BOOK contains information about the Junos OS CLI. There are many
real configuration examples.

Erasing Switch Configuration

In the event that your switch runs Cisco IOS, it keeps up a
running setup record and a startup setup record, both of
which you wish to clear.

Take after these steps:



1. Log on to your switch, and enter the privileged EXEC
mode by entering enable and after that entering the
enable password command.

2. Enter write erase, which eradicates the NVRAM record
framework and evacuates all files.
3. At the provoke, confirm simply need to delete all files.

4. Enter reload, and enter no when provoked whether to
spare the setup. (otherwise, the switch will reload the
current running configuration.)

5. Confirm that you simply need to reload the switch, and
your switch setup is nearly clean.
Once the Switch has rebooted run the command show vlan, you will note
that the vlan configurations are still there, that
1 
is because they are stored in the flash memory in the vlan.dat file and we
also need to delete this for complete removal of the configuration.

Caption By Following all of the above processes we can completely remove the
switch configuration.



Cisco IOS installation

Following are the steps that are used to upgrade or installing the ios in both
switches and routers.

• Verify Current IOS Version
• Delete Old IOS 
Verify Current IOS Version 
Confirm Current IOS version.

Delete Old IOS

Since we’ll be downloading the new IOS image and moving it to the flash
card, we require a few space. So, erase the current old image from the flash
card.

Copy the IOS image to Cisco Switch

To exchange the IOS image from your portable workstation to Cisco Switch,
you should run a TFTPserver on your portable workstation (or on the
framework where you’ve downloaded the

• Copy the IOS image to Cisco Switch
• Save Config and Restart the Switch 



NOW , Save Config and Restart the Switch 
After restarting the switch new ios will come up and start running.

Adding Banner

Following are the steps for adding
up banner on switch or router. 
Switch# ena
Switch# config t

Switch# banner motd ~
Create Users Create a new user with the right privilege level.

Create Users and Login in Cisco Router Or Switch



Router# service password-encryption
Router(config)# username admin priv 15 pass password.

For creating a new user account on your Cisco Router\switch we need to do
the following steps.

Authentication
Router(config)# line vty 0 5
Router(config)# login local
• Create a new account 
Router(config)# line con 0
• Configure the device 
Router(config)# login local
Router(config)# line aux 0
Router(config)# login local
Save configuration and try to log on.

• Allow Local USER Login
• Changing TimeZone 
ALLOW LOCAL USER LOGIN 



Changing TimeZone

To configure the time zone offset from Coordinated Universal Time (UTC),
use the clock timezone command. To revert to the default, use the no form of
this command.

• Changing Hostname
• Domain Look Up
• Domain Look Up Disabling
Changing Hostname 
In order to change the hostname of the router or switch following are the
commands that we need to run.
Switch(config)# hostname MySwitch
Switch(config)# end



 Domain
Look Up

The domain look up is basically DNS name-to-IP address translation on the
router. The Internet's global naming scheme, the DNS, accomplishes this
task. This service is enabled by default. Use the ip domain-lookup command
to enable DNS host name-to-IP address translation on the router.

Domain Look Up Disabling 
In order to disable domain lookup we need to type "no ip domain-lookup" at
the command prompt and press “Enter.”

SWITCH SECURITY
Secure Shell (SSH)



Secure Shell (SSH) is a protocol that provides a secure (encrypted)
management connection to a remote device. SSH provides security for
remote connections by providing strong encryption when a device is
authenticated (username and password) and also for the transmitted data
between the communicating devices. SSH is assigned to TCP port 22.

For configuring the SSH we need to first verify SSH support. Use the show
ip ssh command to verify that the switch supports SSH.
If the switch is not running an IOS that supports cryptographic features, this
command is unrecognized. Configure the IP domain.
Configure the IP domain name of the network using the ip domain-name
domainname global configuration mode command.
■ Generate RSA key pairs. Generating an RSA key pair automatically
enables SSH. Use the crypto key generate rsa global configuration mode
command to enable the SSH server on the switch and generate an RSA key
pair.
Commands 
#configure terminal
#hostname hostname
#ip domain-name domain_name
#crypto key generate rsa
#end

#show running-config
Telnet Configuration



A device can be managed either locally or remotely. There are various
protocols, tools, and services (such as Telnet, Secure Shell ) that are used to
manage devices remotely. These tools are also referred as remote
administration tools. Similar to Cisco routers, a Cisco switch can also be
managed using the remote administrator tool as Telnet

Commands 
Switch1(config)#line vty 0 4
Switch1(config-line)#password 123456
Switch1(config-line)#login
Switch1(config-line)#exit
Switch Configuration Modes
User EXEC Mode

After you access the device, you are automatically in user EXEC command
mode. The EXEC commands available at the user level are a subset of those
available at the privileged level. In general, use the user EXEC commands to
temporarily change terminal settings, perform basic tests, and list system
information.

Privileged Exec Mode 
The privileged command set includes those commands contained in user
EXEC mode, as well as the configure privileged EXEC command through
which you
access the remaining command modes.
If your system administrator has set a password, you are prompted to enter it
before being granted access to privileged EXEC mode. The password does
not appear on the screen and is case sensitive.
The privileged EXEC mode prompt is the device name followed by the
pound sign
Switch#
Enter the enable command to access privileged EXEC mode:
Switch> enable
Switch#
Global Configuration Mode 
Global configuration commands apply to features that affect the device as a
whole. Use the configure privileged EXEC command to enter global
configuration mode. The default is to enter commands from the management



console.
When you enter the configure command, a message prompts you for the
source of the configuration commands:
Switch# configure
Configuring from terminal, memory, or network [terminal]?
Switch(config)# ?
Interface Configurations 
Interface configuration commands modify the operation of the interface.
Interface configuration commands always follow a global configuration
command, which defines the interface type.
Use the interface interface-id command to access interface configuration
mode. The new prompt means
interface configuration mode. Switch(config-if)# 

ROUTING
IP routing is the method of sending packets from a host on one network to
another host on a different farther network.
Routers look at the destination IP address of a packet , decide the next-hop
address, and forward the packet.
Routers utilize routing tables to decide the another hop address to which the
packet should be sent.
•

IP Routing



Connected Routes 
Subnets straight forwardly associated to a router’s interface are included to
the router’s directing table.

Interface needs to have an IP address arranged and both interface status
codes must be within the up and up state. A router will be able to course all
parcels ordained for all has in subnets straightforwardly associated to its
dynamic interfacing.



 

Dynamic Routing

Dynamic routing, moreover called versatile steering, could be a handle
where a router can forward information by means of a distinctive route or
given goal based on the current conditions of the communication circuits
inside a system.

Dynamic routing permits as numerous courses as conceivable to stay valid in
reaction to the change. Systems that don't actualize energetic directing are
depicted as utilizing static directing, where courses through a organize are
depicted by settled ways.

• Ut facilisis ante in dui ac suscipit turpis donec.
• Suspendisse, quasi luctus amet urna tempor amet sit.
• Cras volutpat mattis hasellus justo sed, feugiat nunc praesent.
• Quam ac ligula risus lectus dapibus, nunc lectus velit. 



A alter, such as the misfortune of a hub, or loss of a connection between
hubs, isn't compensated for.
The foremost common dynamic routing conventions utilize exceptionally
distinctive calculations for way assurance.

The separate vector based directing calculations trade data only with its
quick neighbors and employments that to create jump by jump directing
choices, the interface state based calculation trades full state data with all the
hubs in a indicated zone, the way vector impanated for.

rip

• The hop count 0 denotes a network that is directly connected to the
router.

• 16 hops denote a network that is unreachable, according to the RIP
hop limit

• RIP uses the User Datagram Protocol (UDP
• For small business 
VERSIONS 
• Version 1
• Version 2
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OSPF

• Scalability
• Adaptability to topology changes
• Topology awareness within its operation area
• Dynamic routing
• For medium networks 



CONFIGURATION 



VLANS

A VLAN could be a bunch of devices on one or more LANs
that are arranged to communicate as in the event that they
were attached to the same wire, when in reality they are
found on a number of different LAN segments. Because
VLANs are based on consistent rather than physical
connections, they are greatly adaptable.

Vlans Parameters: 
• VLAN name
• VLAN Number
• VLAN type



• VLAN state (active or suspended)

• Maximum transmission unit (MTU) for the VLAN
• Security Association Identifier (SAID)



• VLAN number to use when translating from one VLAN
type to another
VLANS Ranges 

VLANS Configurations 
Switch# configure terminal
Switch(config)# vlan 3
Switch(config-vlan)# vlan name



Switch(config-vlan)# end

PORT SECURITY

• Ut facilisis ante in dui ac suscipit turpis donec.

Port security may be a layer two activity control highlight on Cisco Catalyst
switches.
It empowers an administrator arrange person switch ports to permit as it
were a indicated number of source MAC addresses ingressing the port.
Its essential utilize is to discourage the expansion by clients of "imbecilic"
switches to illicitly amplify the reach of the arrange (e.g. so that two or three
clients can share a single get to port).

The expansion of unmanaged gadgets complicates investigating by chairmen
and is best maintained a strategic distance from.



• Suspendisse, quasi luctus amet urna tempor amet sit.
• Cras volutpat mattis hasellus justo sed, feugiat nunc praesent.
• Quam ac ligula risus lectus dapibus, nunc lectus velit.

Enabling Port Security 
Switch(config)# interface f0/13 Switch(config-if)# switchport port-security
Verification

VERIFICATION
COMMANDS



Show Version 

Show Running Config
Show IP Int Brief 



PING COMMAND
Shut Down Command 
Switch(config)#inter fa0/1
Switch(config-if)#shutdown

Check Diskspace 



Show Interface 
Use the show interfaces EXEC command to display statistics for all
interfaces configured on the router or access server.

Show Controllers 
The show controllers command is used to display controller information
(primarily diagnostic, driver level details) for an interface. The information
displayed varies widely by interface type and is extremely hardware specific.



Show Stack 

 Show Buffers 
To display statistics for the buffer pools on the network server, use the show
buffers EXEC command.



 Show
Memory

The show memory exec command is often used to check the amount of a
router's free memory. In troubleshooting cases where router performance is
the focus, this is a major command used to see the statistics about the
router's memory. To show memory used, use the show processes memory
EXEC command.



Show Logging

This command displays the state of syslog error and event logging, including
host addresses, and whether console logging is enabled. This command also
displays Simple Network Management Protocol (SNMP) configuration
parameters and protocol activity.

Show Tech Support 
The show tech-support commands all display public data from commands
such as show version . Each show tech-support command also generates and
gathers relevant data for a specific area.



Show mac-address 
To display the MAC table, enter the show mac-address command. In the
output of the show mac-address command, the Type column indicates
whether the MAC entry is static or dynamic.

TRACEROUTE

Traceroute is a network analytic tool used to track in real-time the pathway
taken by a packet on an IP network from source to destination, reporting the
IP addresses of all the routers it pinged in between. Traceroute also records
the time taken for each hop the packet makes during its route to the
destination.



Assigning ip Address 
Enter in router global config terminal mode and then apply following
commands

INTERFACES

• Assigning ip Address
• Show Interface 
Router(Config)#inter serial 0/0/0
Router(Config-if)#ip address 151.136.116.22 255.255.0.0
Router(Config-if)#no shut
Router(Config-if)#exit
Show Interface

The IOS Software command show interface switching provides useful
information about the switching status of the router's interfaces, either on an
individual interface basis or over the whole router.

Show Interface 
Thanks for reading,
If you have any questions, please comment
Have a wonderful day!
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